Federal Bureau of Investigation
Criminal Justice I nformation Services
Security Addendum

L egal Authority for and Purpose and Genesis of the Security Addendum

Traditionally, law enforcement and other crimipatice agencies have been responsible
for the confidentiality of their information. Acwtingly, until mid-1999, the Code of Federal
Regulations Title 28, Part 20, subpart C, and tla¢iddal Crime Information Center (NCIC)
policy paper approved December 6, 1982, required the management and exchange of
criminal justice information be performed by a dnal justice agency or, in certain
circumstances, by a noncriminal justice agency urlde management control of a criminal
justice agency.

In light of the increasing desire of governmeniggrcies to contract with private entities to
perform administration of criminal justice funct®rthe FBI sought and obtained approval from
the United States Department of Justice (DOJ) tonpesuch privatization of traditional law
enforcement functions under certain controlledwitstances. In the Federal Register of May
10, 1999, the FBI published a Notice of ProposektiRaking, announcing as follows:

1. Access to CHRI [Criminal History Record Infornoei]
and Related Information, Subject to Appropriate @as, by a
Private Contractor Pursuant to a Specific Agreemaith an
Authorized Governmental Agency To Perform and Adstration
of Criminal Justice Function (Privatization). Sent534 of title
28 of the United States Code authorizes the Atio@eneral to
exchange identification, criminal identificationfirae, and other
records for the official use of authorized officiabf the federal
government, the states, cities, and penal and otisditutions.
This statue also provides, however, that such exggmmare subject
to cancellation if dissemination is made outside tleceiving
departments or related agencies. Agencies audtbrrcess to
CHRI traditionally have been hesitant to discldsa information,
even in furtherance of authorized criminal justfomctions, to
anyone other than actual agency employees lestdisclosure be
viewed as unauthorized. In recent years, howey@rernmental
agencies seeking greater efficiency and economy Hmacome
increasingly interested in obtaining support sewicfor the
administration of criminal justice from the privagector. With the
concurrence of the FBI's Criminal Justice InforroatiServices
(CJIS) Advisory Policy Board, the DOJ has concludiat
disclosures to private persons and entities progidsupport
services for criminal justice agencies may, wherbjesti to
appropriate controls, properly be viewed as peritlsslisclosures
for purposes of compliance with 28 U.S.C. 534.
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We are therefore proposing to revise 28 CFR 20)8B(do
provide express authority for such arrangementée proposed
authority is similar to the authority that alreaelyists in 28 CFR
20.21(b)(3) for state and local CHRI systems. Rioa of CHRI
under this authority would only be permitted purdua a specific
agreement with an authorized governmental agerncyphépurpose
of providing services for the administration of ngimal justice.
The agreement would be required to incorporate eurdgg
addendum approved by the Director of the FBI (actiar the
Attorney General). The security addendum wouldctisally
authorize access to CHRI, limit the use of the nmfation to the
specific purposes for which it is being provided)sere the
security and confidentiality of the information swstent with
applicable laws and regulations, provide for samgj and contain
such other provisions as the Director of the FRiti(e for the
Attorney General) may require. The security addemd
buttressed by ongoing audit programs of both thé &&l the
sponsoring governmental agency, will provide an rappate
balance between the benefits of privatization, qudn of
individual privacy interests, and preservationtw security of the
FBI's CHRI systems.

The FBI will develop a security addendum to be made
available to interested governmental agencies. aipate that
the security addendum will include physical andspanel security
constraints historically required by NCIC secursactices and
other programmatic requirements, together with graakintegrity
and electronic security provisions comparable tos¢hin NCIC
User Agreements between the FBI and criminal jastigencies,
and in existing management Control Agreements betveeiminal
justice agencies and noncriminal justice governaleentities.
The security addendum will make clear that accesSHRI will
be limited to those officers and employees of thegpe contractor
or its subcontractor who require the information gooperly
perform services for the sponsoring governmentahag, and that
the service provider may not access, modify, usajigseminate
such information for inconsistent or unauthorizedgoses.

Consistent with such intent, Title 28 of the CaxfeFederal Regulations (C.F.R.) was
amended to read:

§ 20.33 Dissemination of criminal history recanformation.
a) Criminal history record information contained iretinterstate Identification Index

(11 System and the Fingerprint Identification Reds System (FIRS) may be made
available:
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1) To criminal justice agencies for criminal justicarposes, which purposes
include the screening of employees or applicantsefaployment hired by
criminal justice agencies.

2) To noncriminal justice governmental agencies pemfog criminal justice
dispatching functions or data processing/infornmatgervices for criminal
justice agencies; and

3) To private contractors pursuant to a specific agesg with an agency
identified in paragraphs (a)(1) or (a)(6) of thexon and for the purpose of
providing services for the administration of cri@ligustice pursuant to that
agreement. The agreement must incorporate a seaddendum approved
by the Attorney General of the United States, whsthall specifically
authorize access to criminal history record infarorg limit the use of the
information to the purposes for which it is proddensure the security and
confidentiality of the information consistent withese regulations, provide
for sanctions, and contain such other provisionthasAttorney General may
require. The power and authority of the Attornesn@ral hereunder shall be
exercised by the FBI Director (or the Director' sigmee).

This Security Addendum, appended to and incorpdrhiereference in a government-
private sector contract entered into for such pseps intended to insure that the benefits of
privatization are not attained with any accompagydegradation in the security of the
national system of criminal records accessed byctmracting private party. This Security
Addendum addresses both concerns for personaritytegd electronic security which have
been addressed in previously executed user agrégar@h management control agreements.

A government agency may privatize functions tradislly performed by criminal justice
agencies (or noncriminal justice agencies actindeura management control agreement),
subject to the terms of this Security Addendum. piivatized, access by a private
contractor’s personnel to NCIC data and other Gdf6rmation is restricted to only that
necessary to perform the privatized tasks congistéh the government agency’s function
and the focus of the contract. If privatized tlntcactor may not access, modify, use or
disseminate such data in any manner not expreagiym@zed by the government agency in
consultation with the FBI.
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Federal Bureau of Investigation
Criminal Justice I nformation Services
Security Addendum

The goal of this document is to augment the CH8uBty Policy to ensure adequate
security is provided for criminal justice systemiile (1) under the control or management of a
private entity or (2) connectivity to FBI CJIS Sgsts has been provided to a private entity
(contractor). Adequate security is defined in @dfof management and Budget Circular A-130
as “security commensurate with the risk and mageitof harm resulting from the loss, misuse,
or unauthorized access to or modification of infation.”

The intent of this Security Addendum is to requimat the Contractor maintain a security
program consistent with federal and state lawsylegigns, and standards (including the CJIS
Security Policy in effect when the contract is axed), as well as with policies and standards
established by the Criminal Justice Informationvi®ess (CJIS) Advisory Policy Board (APB).

This Security Addendum identifies the duties andpomsibilities with respect to the
installation and maintenance of adequate interoatrols within the contractual relationship so
that the surety and integrity of the FBI's informoat resources are not compromised. The
security program shall include consideration ofspanel security, site security, system security,
data security, and technical security.

The provisions of this Security Addendum apply topgrsonnel, systems, networks and
support facilities supporting and/or acting on bebbthe government agency.

1.00 Definitions

1.01 Contracting Government Agency (CJA) — the governnagency, whether a Criminal
Justice Agency or a Noncriminal Justice Agency,cllenters into an agreement with a
private contractor subject to this Security Addeandu

1.02 Contractor — a private business, organization dividual which has entered into an
agreement for the administration of criminal justigith a Criminal Justice Agency or a
Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Governnfsggncy.

2.01 The CGA will ensure that each Contractor erygdoreceives a copy of the Security
Addendum and the CJIS Security Policy and exearnescknowledgment of such receipt
and the contents of the Security Addendum. Theesigacknowledgments shall remain
in the possession of the CGA and available for tapdiposes. The acknowledgement
may be signed by hand or via digital signatureedgdd in the CJIS Security Policy.

3.00 Responsibilities of the Contractor.
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3.01 The Contractor will maintain a security prograonsistent with federal and state laws,
regulations, and standards (including the CJIS @gdeolicy in effect when the contract
is executed and all subsequent version), as welitaspolicies and standards established
by the Criminal Justice Information Services (CJA8Yisory Policy Board (APB).

4.00 Security Violations.

4.01 The CGA must report security violations to tB&lS Systems Officer (CSO) and the
Director, FBI, along with indications of actionkém by the CGA and Contractor.

4.02 Security violations can justify terminationtbé appended agreement.

4.03 Upon notification, the FBI reserves the right

a. Investigate or decline to investigate any repormduthorized use;

b. Suspend or terminate access and services, incltelegpmmunications links.
The FBI will provide the CSO with timely written fice of the suspension.
Access and services will be reinstated only afégistactory assurances have
been provided to the FBI by the CGA and Contractdpon termination, the
Contractor’s records containing CHRI must be delete returned to the
CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit the Contractor's systems after
termination of the Security Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grantauthorize any rights, privileges, or
obligations on any persons other than the Contra@&GA, CJA (where applicable),
CSA, and FBI.

6.02 The following documents are incorporated bgremce and made part of this agreement:
(1) the Security Addendum; (2) the NCIC 2000 OpeaManual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal RegulagioPart 20. The parties are also
subject to applicable federal and state laws agdla¢ions.

6.03 The terms set forth in this document do natstitute the sole understanding by and
between the parties hereto; rather they augmentptbeisions of the CJIS Security
Policy to provide a minimum basis for the securdly the system and contained
information and it is understood that there maydyens and conditions of the appended
Agreement which impose more stringent requiremepts the Contractor.
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6.04 This Security Addendum may only be modifiedttoy FBI, and may not be modified by
the parties to the appended Agreement withoutdheent of the FBI.

6.05 All notices and correspondence shall be fatediby First Class mail to:

Assistant Director

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, West Virginia 26306
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Federal Bureau of Investigation
Criminal Justice I nfor mation Services
Security Addendum

Certification

| hereby certify that | am familiar with the conte of (1) the Security Addendum,
including its legal authority and purpose; (2) MEIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal RegulasioPart 20, and agree to be bound by their
provisions.

| recognize that criminal history record infornwettiand related data, by its very nature, is
sensitive and has potential for great harm if megus | acknowledge that access to criminal
history record information and related data is e¢fme limited to the purpose(s) for which a
government agency has entered into the contradrpocating this Security Addendum. |
understand that misuse of the system by, among titimgs: accessing it without authorization;
acing it by exceeding authorization; accessingritaih improper purpose; using, disseminating or
re-disseminating information received as a restiths contract for a purpose other than that
envisioned by the contract, may subject me to adtnative and criminal penalties. |
understand that accessing the system for an apatepurpose and then using, disseminating or
re-disseminating the information received for aeotipurpose other than execution of the
contract also constitutes misuse. | further urtders that the occurrence of misuse does not
depend upon whether or not | receive additionalmamsation for such authorized activity. Such
exposure for misuse includes, but is not limited gospension or loss of employment and
prosecution for state and federal crimes.

Printed Name/Signature of Contractor Employee ateD

Printed Name/Signature of Contractor Representative Date

Organization and Title of Contractor Representative
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