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USER ACCOUNT SECURITY

LEADS Credentials:

All users are reminded that their usernames and passwords are not to be shared with others. User accounts
are only to be accessed by the user the account is assigned to. (LEADS Security Policy section 5.5.1
Authentication Policy and Procedures). Sharing account information is a violation and will affect LEADS access.

Passwords:

LEADS, nexTEST, CJIS Audits and CJIS Online passwords should not be shared between the accounts. For
security purposes, users should use different passwords for each account. Do not store passwords where
others can view or access them.

For all systems, you will NEVER be asked for your password via email or phone. Again, do NOT share your
username and password with others.

Agency Responsibilities:

The LEADS Agency Coordinator (LAC) is responsible for ensuring their users know and follow all LEADS rules
and policies (LEADS Rules and Regulations, XI. Administrative Responsibilities).

All agencies must have a written policy in place for access, use and dissemination of LEADS data, to include
policy and procedures for LEADS misuse/violation (LEADS Security Policy 4.2.2 Standards of Discipline).

Please contact the ISP Help Desk at isp.helpdesk@illinois.gov or 866/LEADSOO with assistance or questions.
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