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Malicious Code Protection 

Pursuant to the FBI CJIS Security Policy, Section 5.10.4.2: 

The agency shall implement malicious code protection that includes automatic updates for all systems with Internet 
access. Agencies with systems not connected to the Internet shall implement local procedures to ensure malicious 
code protection is kept current (i.e. most recent update available). 

The agency shall employ virus protection mechanisms to detect and eradicate malicious code (e.g., viruses, worms, 
Trojan horses) at critical points throughout the network and on all workstations, servers and mobile computing 
devices on the network. The agency shall ensure malicious code protection is enabled on all of the aforementioned 
critical points and information systems and resident scanning is employed. 

If you have questions, please contact your agency's LEADS Agency Technical Contact. 
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